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ArkCase FOIA Solution

An open source
adaptive, dynamic
case management
and digital
transformation
platform

www.arkcase.com/solutions

ArkCase is a global leader in
Open Source and enterprise case
management technology and
provides a highly configurable,
secure and compliant platform.
This platform provides core
competencies to modernize an
enterprise solution that includes
content/records management,
personalized dashboard, Al/ML,
predictive analysis, reporting and
workflow. By taking advantage
of best of breed open source
technologies, ArkCase provides
a low-cost environment that

is effective to implement and
maintain.




ArkCase FOIA Solution

We help our

clients retain

their customers by
simplifying complex
business processes.
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BENEFITS

INCREASED WORKLOAD
CAPACITY

O0=—
O0=—

DE-DUPLICATION OF
REQUESTS
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REDUCED RISK OF LOST
INFORMATION

LOWER COST OF OWNERSHIP

Q

SEARCH ABILITY FOR
CRITICAL INFORMATION

CENTRALIZED PROCESSING
FROM MULTIPLE CHANNELS

N
I

SECURITY AND RECORDS
RETENTION COMPLIANCE

]

FASTER ASSEMBLY OF
CORRESPONDENCE &
RESPONSE PACKAGING



SOLUTIONS

O
()

streamline collection of
public requests from many
sources

Q

Q

N

tailor agency’s review and
approval process

© ArkCase

route requests quickly and
efficiently through queue
review process

=

bundle up responses for
immediate delivery based
on requester preferences

collect confidential
information, redact with
configured exemption codes

generate annual,
operational and periodic
reports




ArkCase FOIA Solution

TWO EDITIONS TO FIT YOUR NEEDS

ArkCase FOIA is a solution offered in two editions to help
organizations better process, analyze and respond to FOIA requests.

A



ArkCase FOIA Solution

Community
Edition

Self-support and core functionality.

FEATURES

ArkCase Viewer Only

Online Editing

Pentaho CE for Reporting

LAMP Stack & Chrome Support

No Al Integration

No Clustering or High Performance Support
Self and Online Support Only

© ArkCose

Enterprise
Edition

Business-critical applications in
production. Scalability, performance and
support included.

FEATURES

ArkCase Viewer, Annotation and Redaction
Online Editing and Co-Editing

Full Pentaho Business Analytics Suite
Major OS and Browser Support

Al Integrations (e.g., transcription)
Angular or ArkCase Forms Designer

High Availability/Clustering & Scalability

« Technical Support



ArkCase FOIA Solution

FEATUR

Document/Records Management/OCR

Reporting/Analytics

Integrated Viewer

Redaction

© ArkCase
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ArkCase FOIA Solution

Document/Records Management/OCR

Collect or create content related to each request, case and task in one location. Each document added can be individually
tracked and controlled based on its content or the request requirements. Version controlling is supported as part of the
application. The documents can be any file format stored on your desktop or shared drive. ArkCase supports over 100+
formats, including Word, Excel, PDF, image, video, audio or plain text files. ArkCase integrates with Microsoft Office and
Adobe to enable online editing. ArkCase also supports tags, so documents can be enriched with context information.
Integration with AWS aids the use of natural language processing to extract entities as tags.

ArkCase can scan any paper format into the application. After a paper document is digitized into an electronic document, it
can then be converted into searchable text using the integrated optical character recognition (OCR) engine. The OCR engine
can further extract specific fields/metadata from the scanned pages, if needed.

© New Search ArkCase English ~

FOIA Request T-1°-1%| 2018 report on prescription drugs @ bays overdue (149) 20190918_119

Suggested Requesis(477)
Perfected Ann Smith
Last Modified By

09/18/2019 15:45 illin Ann Smith

Created Date and Time Qi Assigned To Status
09/18/2019 15:45 241.ARKCASE_AD... 09/26/2019 04/27/2020 05:52
Perfected Date and Time Owning Group Due Date ast Modified Date and

> B TITLE REQUEST
48 2018 report on prescription dr.

Documents @ Open
G Py

[m] Title * 1 Modified Modified Review Status Redaction Status
2 Email By
New Task
]
« Check Out
a 01 Request

L] 2015-02-04-Media-Statem 019 1/11/2019  Ann [Select Status | [NotRedacted v
11:34 Smith

Participants

[_{ Corrective Action for 2011 11112019 Ann SelectStatus __ v| [NotRedacted v

& Cut 11:34 Smith

Copy
L] Insider Threat Official Appc 019 1112019  Ann [SelectStatus v [NotRedacted v
134 mith

|| Request Form 019 11/11120 Ann [SelectStaws v] [NotRedacted v] [10+v]
# Rename 11:34 mith

|| Request Received Acknow © Delete 019 11112019  Ann [Selectstatis _ v] [NotRedacted v)
5
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Reporting/Analytics

ArkCase understands that reporting is a number one priority for compliance and operations and provides DOJ reports
out-of-the-box. The reports module predefines a set of parameters from which reports can be generated and information
retrieved from the application. This allows a user to personalize reports beneficial to their needs. For example, operational
report managers can create all mandatory reports for any management or compliance mandates. In addition, ArkCase can
run metrics and ad hoc queries/reports against all system logs.

ArkCase Analytics provides a modern, highly interactive and intuitive web-based interface for users and managers to
discover and explore virtually any data. With a full spectrum of analytics tools, users can create reports and dashboards
as well as visualize and analyze data across multiple dimensions without dependence on IT or developers. Meanwhile, IT
benefits from secure, scalable and governed analytics for the entire enterprise.

ArkCase  one a

Reports TN E‘ Row Limit: Maximum W

Cutput Type

HTML (Paginated) A

View Report Auto-Submit
=]

DISPOSITIONS OF FOIA REQUESTS - ALL PROCESSED REQUESTS
011672018 - 0671672019
Number of Full Denial Based on Reasons Other than

u
INumber [of Partial| Number of Wl Records| Records Improper
of Full Full Denial | | Referreditof o o | Fee- not FOIA
Based on enards| Another ‘1"

Not |Duplicat
Request | Agen:
¢ Other | Rec
0
0

Grants | Partial

cy| o
Record | Request

Reason| ¥y o
or Agency Described | Reason

25 1 1 0 0 0 o
25 1 1 0 0 o 0

0
o
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ArkCase FOIA Solution

Artificial Intelligence

ArkCase uses AWS Transcribe to provide automated transcriptions of audio and video files in minutes for a fraction of the
cost. Leveraging AWS Transcribe services and artificial intelligence, ArkCase provides a unique, easy-to-use interface to view,
stream and transcribe audio rich media files. The transcription functionality allows users to upload audio and video files
within ArkCase. The automated transcription functionality then sends the files to an automatic speech recognition (ASR)
service, which produces the transcription files. If the resulting transcription does not meet the configure confidence rate,
the operator will have an opportunity to correct it accordingly.

videoplayback_20102020122054110

John Sung 11/10/20 other ACTIVE
Created Name Status
153 72% COMPLETED

‘Word Count Confidence Transcript Status
> Details Versions History Notes Participants  Tags

Transcript  Billing

2016-10-06 T0O:08:21Z
AXON BODY 1 X81013616

0 o]
[spk_2]: coming at the copper with the thieves. [spk_3]
Yeah. That quy in the green jacket had his Put up your
hands

5 o )
L R EErm =)
o [spk_3] very calm. He wasn't doing anything

- [
LA

Start time{0C{0C}{2)®  Confidence:80% (] Corrected
oo mreara e e .

n 5

Officer: Conlivol, con,mef anefherwnit running pleof ——
P -

an tha hiwead cannm vinlant
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ArkCase FOIA Solution

Correspondence Management

Correspondence management supports standardization and increases efficiency by creating templates for emails and MS
Word files. When incorporated, the templates pull information from the request, which saves an organization time.

« Upload, revise and delete correspondences templates

« Rollback to previous versions of templates

- Make templates active or inactive

- Create templates to be used for specific object types (i.e.,, complaints, case, etc.)
« Download and view templates

« Modify merge terms

« Update merge terms

Review  View Help 0O Search

PFind ~
&, Replace
I Select~

21 | AABBCC | AaBbCeDc AsBbCcDC

Heading 1 | TNormal | TNo Spac...
styles 5 Editing

o A

bthomas@armedia
bthomas@armedia
bthomas@armedia.
bthomas@armedia
bthomas@armedia
bthomas@armedia
bthomas@armedia.

Request Received Acknowledgement Letter
StcurrentDate} bthomas@armedia

bthomas@armedia

Dears . P 111 of 11 items

Your request has been official received on and the due date is
S{reauestDueDate). Please sec the below summary of your request details

Request Number: ${requestNumber}
Request Title: ${title}
Request Description: ${requestDetails}

Requester Name: $ rGivenName)

€€ | page 10t2  103words [
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ArkCase FOIA Solution

Integrated Viewer

Open and work with a variety of documents, images and videos directly from ArkCase’s user interface without having to
download files or rely on native applications, such as Adobe or Microsoft Office. Users can view multiple documents at
once in different tabs, as well as create and manipulate documents with a variety of page manipulation tools. Once a new
document has been created, it can be saved back to the repository.

The integrated viewer also allows a user to view a wide number of file formats in ArkCase. View, annotate and redact
virtually all document and image formats (MS Office, PDF, TIFF and more) without compromising document formatting or
retrieval speed.

Request Form
Bill Thomas 05/07/2019 20190507_162 Fulfill ACTIVE Request Form
Creatan Created Date Request 1D Que Status yoe

[ e el - Details  Documents  Tasks  Tags  Refersnces  History
i e afal=|n

Ark(_ase

Request Information

Request Track

Select Request Track

H<howns>

05/07/2019 D ubTyp
Request Number: 20190507_162 "Other” Reason
Description: DESC-BSHSMSYo Er
M. FN-BSHSIMSYo LN-BSHSIMSYo :
quunm Hame: Description
Requester Title: DESC-BSHSIMSYo

Requester Address: ADDR-BSHSMMSYo2CITY-BSHSMSYo AK 18354USA
Phone Number: SSISSSISTSNS

Requester Email Address: BSHSIMSY a@armedia.com

Organization:

Date Range for Record Search From:

Date Range for Record Search To:

© ArkCase 12



ArkCase FOIA Solution

Redaction

Redaction is an integrated solution that enables organizations to review and securely redact sensitive information from
electronic documents. Users can draw on a certain region or redact based on a regular expression (ex., credit card number,
social security number, date of birth, etc.) For example, a user can specify to redact data based on a credit card number
format and ArkCase will redact all credit card numbers in the document(s). Users can also choose to bulk redact for greater
efficiency.

Exemption codes are available as an option to include on top of redacted areas in the documents. Exemption codes signify
why an area was redacted. A compiled list of the exemption codes is available at the end of the redacted document.

Documents

11/16/2021 3:41 PM 20211116 323 Fulfill Perfected other
ted Date Re D )t Type

Em @QoQ HIH 1 iz opel ()OO OQad [B Details Documents Tasks Tags References

T 112-ATax Documents 20 % B mQ = R Histry, noresl ilng
Ioput Op: I BiGE &6 a .
Review = = i
~ - Title Type Created W
] . .

¢ l
o

4 = »
v T ber: 12 9870

T P ods: D 1

=z G

Your account shows an overpavment of $1. 044 00

Exemption Statute o+

Exemptios. Status Created ~ Creator
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ArkCase FOIA Solution

Time Tracking/Billing/Payment Processing

The time tracking module stores every timesheet. Each timesheet created is listed in the “browse panel” of the page.
Timesheets are also associated with charge codes. An individual sheet tracks time for a particular record, such as a request
or a case.

ArkCase also has the capability to generate invoices. Payment processing is available as an integrated method to charge for
FOIA requests.

User Status
Anmn Smith Draft w
Period
'& £ (55, 121085202 -
December 05 - December 11 2021
Type * Charge Code * Charge Role *
Request o 20211116_323 Anabyst o +
Sun 05 MonOge Tueld7 Wed08 ThuO9 Fril0 Sat 11 Total Total Cost
0 0 0 2 0 1 0 3.00 $150.00
Details

© ArkCase 14



ArkCase FOIA Solution

Cloud

Take advantage of the cloud. ArkCase is supported in the cloud and implemented in a FEdRAMP environment. Users
can customize solutions and access cloud services from anywhere with an internet connection. ArkCase is a thin-client
application, so it can run completely on the browser.

ArkCase is supported on all cloud providers, such as AWS, Microsoft Azure and Google. ArkCase is available on AWS
Marketplace so it's easier for customers to find, subscribe and deploy software that run on AWS.

s A G

€ ArkCase 15



ArkCase FOIA Solution

Licensing

License Type

Open Source

Enterprise Gold

Enterprise Platinum

Named User

Enterprise

Business Process Management

v

v

Case Management

Document Management

Low/No Code Development

OCR Engine

Medical OCR/NLP Al Engine

Audio/Video Transcription

Time and Expense Management

Analytics and Reporting

Open Source Version

High Availability/Clustering

N/A

v
v
v
v
v
v
v
v
v

AN RAYAYAYAYAYAYERIAS

Localization

v

v

N

Deployment Options

N/A

Cloud / Hybrid / Self-Managed

Cloud / Hybrid / Self-Managed

Cloud Requirements
(e.g., SOC/FedRAMP/CIIS)

N/A

Additional Cost

Additional Cost

SDK/API

v

v

v

Support

Online Only

Gold Support

Platinum 24/7 Support

Training

Virtual / In-Person
(Additional Cost)

Virtual / In-Person
(Additional Cost)

Virtual / In-Person
(Additional Cost)




ArkCase FOIA Solution

Audit Trail

ArkCase creates a detailed audit log that captures every user action against a file/record and maintains the status of every
image, redaction, page and request. This provides users and administrators the ability to view all activity occurring in the
application. The audit module also provides the capability for defining an audit and saving the results.

ArkCase ONew Q search Arkcase English~

Ann Smith ¥
@ FOIA Request Rent Stabilization @ pays overdue (18) 20210622 237

Suggested Requests(19
06/22/2021 10:34 AM Intake Ann Smith Medium Perfected Ann Smith
Received Date and Time Queue Assigned To Priority Status Last Modified By
Dashboar 06/22/2021 10:34 AM ARKCASE_ADMINIST... 07/21/2021 4:00PM 06/24/2021 9:11 AM Unknown
® Police File PD 54001 Perfected Date and Time Owning Group Due Date Component Last Modified Date and Other Number
Queues 4 Rent Stabilization
& People Unknown
B Organizations Difficulty Rating
B Documents
& Participants
#2 Notes C | wsubsaribe | PSplit | ZUnclaim | &&SendEmail | Deny | Hold | Complete
@ Tasks

== References
oy ]

© Time
Documents 3 Cost
 Tags Request Updated - Correspondence Added 2458(File) 08/10/2021 2:49 ... | Ann Smith

£ Calendar
@1 Suggested Requests Request Updated - Correspondence Added 2663(File) 08/04/2021 11:2... | Ann Smith

Time

Event Name v | Date v | User v v
rch

Reports
<> Exemption Codes Request Updated - Document Uploaded File Determination Letter.docx added. 266... |08/04/2021 11:2... | Ann Smith

# Billing
48 City Permits Request Updated - Document Downloaded File ATax Documents.pdf downloaded. ... |08/04/2021 11:2... Ann Smith

& People Request Updated - Document Downloaded File ATax Documents.pdf downloaded. ... |08/04/2021 11:2...  Ann Smith

H Organizations
B Documents
t Tracking & Participants Request Updated - Document Downloaded File ATax Documents.pdf downloaded. ... | 08/04/2021 11:2... | Ann Smith
#2 Notes
Audit © Tasks Request Updated - Document Downloaded File ATax Documents.pdf downloaded. ... 1 08/04/2021 11:2... | Ann Smith

Time Tracking Request Updated - Document Versioned 2660(File) 08/04/2021 11:2... | Ann Smith

Admin ’: References Request Updated - Document Replaced 2660(File) 08/04/2021 11:2... | Ann Smith
E:I::W Request Updated - Document Versioned 2660(File) 08/04/2021 11:2... | Ann Smith
£ Cost
W Tags
9 Calendar

m/ “r5uggested Requests

l« <« 1 VEN | 10 v | jtems per page 1:100f 27 items

Powered by ArkCasecom @

>» @ & B B ¥ = 2 A o0 m % & @ » &
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ArkCase FOIA Solution

Security

The ArkCase platform has extensive security measures in place for the application and its storage components. Access to
the backend of ArkCase is limited to administrators and the development team who have appropriate rights. Any access to
the platform or the underlying database is logged by user name and time of access. Data is backed up daily, weekly, and
monthly (for cloud implementations) to ensure it remains secure and protected.

For additional security details, go to https://www.arkcase.com/ironclad-security-for-your-case-and-content-management-

needs/.

© ArkCase

ArkCase

Dashboard
Queues

Requests

Reports
Notifications
Subscriptions
Tags

Time Trac

5] Cost T

Audit

Admin

Powered by ArkCase.com (]

© New

Admin

4 # Security

] LDAP Configuration
) Organizational Hierarchy
) Functional Access Control
() Select Privileges
] LDAP User Management
[} Group Management
] Modules
[} Calendar Configuration

Calendar Credentials Configura...

Document Delivery Policy
Email Configuration

Microsoft Exchange Configurat...

| Document Upload Policy
4 # Dashboard

|} Dashboard Configuration
4 # Reports

|1 Reports Configuration

| Reports Scheduling
4 F Forms

| Timesheet Configuration

|| Costsheet Configuration
4 & Workflows.

| Workflow Configuration
4 # Form/Workflow Link

] Link Forms/Warkflows
4 # Application

[ PRR Configuration

__| Application Version

] Label Configuration

Englishv.

Select Privileges @ Edit Role o Create Role

Choose Application Role

ROLE_ADMINISTRATOR
ROLE_SUPERVISOR
ROLE_CONTRIBUTOR
ROLE_CONSUMER
ROLE_EXTERNAL
ROLE_ENTITY_ADMINISTRATC
ROLE_BILLING_QUEUE
ROLE_INTAKE_QUEUE
ROLE_HOLD_QUEUE
ROLE_APPEAL_QUEUE
ROLE_FULFILL_QUEUE
ROLE_APPROVE_QUEUE
ROLE_GENERALCOUNSEL_QU
ROLE_RELEASE_QUEUE
ROLE_APPROVER -

Not Authorized

Appeal Queue Privilege
Approve Queue Privilege

Billing Queue Privilege

Data Analytics Module Privilege
Data Analytics Privilege

Fulfill Queue Privilege

General Counsel Queue Privilege
Hold Queue Privilege

Intake Queue Privilege

Log Analytics Module Privilege
Log Analytics Privilege

Mass Assignment Privilege
Release Queue Privilege

Authorized

acmTaskClaimPrivilege
Admin Module Privilege
Admin Privilege

Audit Module Privilege
Audit Privilege

Audit Read Events For Object Privilege

Blog Privilege

Calendar Admin Privilege
Calendar Create Events Privilege

3senbey yoddns

Calendar Delete Events Privilege
Calendar List Events Privilege
Calendar Save Events Privilege
Category Management Privilege
Complaint Approve Privilege

Complaint Create Privilege

18
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ARKCASE SECURITY
ARCHITECTURE
OVERVIEW

.
Integrated
Portal

L * SPRING MVC / REST SERVICES

Presentation Layer

O=— (000 )
Dashboard EXteSflue

®

Admin
Control

@) Mutesoft ENTERPRISE SERVICE BUSINESS ceUmiTy
2 >
S DATA ACCESS CONTROL S > >
o Activity Redaction Permission Tagging @ s ul
§ Audit Folders Person Queue Management 5- 5' 5
Annotation Notification ~ Rules/Actions  Reporting © 3 3
Check In/Out  Subscription  Search Versioning = =
Notes Metadata Dashboard Workflow
= ~ {
Enterprise Databases E-mail User Directory

Repository




ArkCase FOIA Solution

If you're considering ArkCase
or want more information,
we're here to help.

Learn more on our website.

www.arkcase.com

Email us.

. sales@arkcase.com

Schedule a demo today. Call us.

(571) 395-4800

Keep up with us on social media.
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