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This document provides an overview of the ArkCase platform’s security 
approach along with its compliance against various standards. 

ARKCASE IS A GLOBAL LEADER IN OPEN SOURCE AND 
ENTERPRISE CASE MANAGEMENT TECHNOLOGY 

ARKCASE SECURITY AND COMPLIANCE

ArkCase is a global leader in Open Source and enterprise case management technology 
and provides a highly configurable, secure and compliant platform. Our platform provides 
enterprise-class case management that includes content management, records management, 
business process management, predictive analytics and reporting, along with integrations 
for applying Artificial Intelligence and Machine Learning to documents and media managed 
within ArkCase. By taking advantage of the latest open source technologies, ArkCase provides 
a low-code environment that is cost-effective to implement and maintain.

At ArkCase, we follow security best practices for code analysis and component integrations. 
These practices extend to cloud-based deployments along with continuous monitoring of the 
ArkCase platform. 
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INFORMATION SECURITY OBJECTIVES
In order to maintain information security compliance policies, we have defined 
several information goals: 

SECURITY - ArkCase is protected against unauthorized access, unauthorized disclosure 
of information and damage to systems that could compromise the availability, integrity, 
confidentiality and privacy of client data. The ArkCase platform guarantees integrity of stored 
data through the use of transactions for all write operations and storage configurations.

CONFIDENTIALITY - ArkCase ensures that only authorized entities can access the system and 
data. The platform requires a combination of authentication and authorization for users and 
systems to access only the data for which they are entitled based on role-based access controls 
(RBAC). ArkCase also encrypts all information in transit and at rest to avoid interception of data 
through browser access and unauthorized access during storage.

ArkCase guarantees availability of data through systems monitoring, implementation of high 
availability (HA) and recovery based on customer requirements.

PRIVACY - The ArkCase platform ensures information privacy through non-disclosure of 
information to third parties without prior written authorization.
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ADHERENCE TO SECURITY STANDARDS
Federal Risk and Authorization 
Management Program (FedRAMP) 
FedRAMP standardizes the security assessment 
and authorization for cloud products and services 
used by U.S. federal agencies. The ArkCase 
platform complies with the FedRAMP Moderate 
impact requirements through the use of industry 
best practices including, but not limited to, DISA 
SRGs and STIGs for OS’es and applications, NIST 
800-53 guidelines and continuous monitoring.

ArkCase is FedRAMP-ready; previous Third Party 
Assessment Organization (3PAO) attested to 
ArkCase’s readiness for the authorization process. 
A Readiness Assessment Report (RAR) has also 
been reviewed and approved by the FedRAMP 
Program Management Office that documents 
ArkCase’s capability to meet FedRAMP security 
requirements.

Criminal Justice Information Services 
(CJIS) 
The ArkCase platform can be configured on 
AWS and Azure against a FedRAMP High Impact 
rating; this is the default benchmark used for 
CJIS-compliant applications deployed on AWS 
and Azure. Compliance against FedRAMP High 
in AWS and Azure enables state and local law 
enforcement organizations to more easily adopt 
ArkCase for case management.

Health Insurance Portability and 
Accountability Act (HIPAA) 
The ArkCase platform is configured on the AWS 
platform to be compliant with the FedRAMP 
security baseline. Additional controls are 
implemented to provide complete coverage

against the current HITRUST CSF version. The 
HITRUST certification provides full coverage 
for compliance with HIPAA including, but not 
limited to, the protection of PII, PHI, and PCI data 
managed in the ArkCase platform.

ISO 27001 
ArkCase follows the same FedRAMP security 
baseline that includes organizational operational 
controls for the security and continuous 
monitoring of systems on which ArkCase is 
deployed.

Open Web Application Security 
Project (OWASP)
ArkCase has code compliance against OWASP 
standards. The ArkCase platform’s source code 
undergoes frequent static and dynamic analysis 
for application code security vulnerabilities and 
best practices using Veracode’s tools. 
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SECURITY BY DESIGN
Below is an overview of security and compliance information for capabilities 
within ArkCase solutions. 

ArkCase Platform Component Overview

The ArkCase platform is comprised of several components that deliver document 
management, records management, case management data, document full text index and 
search, document annotation and redaction, case analytics, enterprise directory support, 
federated authentication, along with integration approaches for third party platforms. These 
components comprise of Java-based applications that run as Spring Boot applications or 
within Tomcat and Jetty containers, along with relational database support and NoSQL store 
integrations as needed. 

ArkCase Security Approach 

The ArkCase platform encrypts information during transit and at rest. The underlying storage 
consumed by ArkCase in AWS deployments uses storage encryptions applied to EBS, EFS, 
S3 and RDS. Scheduled key rotation is based on policy. On-premise, customer data center 
deployments can leverage encryption at rest provided by enterprise-class storage or disk 
encryption at the server OS-level. 

The ArkCase platform is consumed by end users through a browser and requires HTTPS 
communication based on TLS v1.2 or TLS v1.3. The platform offers HTTP/2 (h2) support as 
a more efficient server communication alternative to HTTP/1.1. The ArkCase platform has 
internal HTTP, MQ and database endpoints. These are configured with TLS and enforce secure 
connections based on TLS v1.2 with strong ciphers or TLS v1.3. This ensures all information 
being shared internally with the platform is encrypted. 

The case management, document management and reporting components integrate with 
enterprise Directory Services, such as Microsoft Active Directory, to synchronize users and 
groups for authentication and authorization based on predefined LDAP search filters. Directory 
communication is performed using secure LDAP to encrypt communication exchanges. 
Additionally, the platform supports SSO using federated authentication based on SAML 2.0 
and OAuth2. ArkCase provides transparent support for IdP’s that offer integrated 2FA. ArkCase 
offers platform-level 2FA support either as part of customer IdP or independent of the IdP. 
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External and internal HTTP-based endpoints are configured to support HSTS, restrict CSRF/
XSRF and XSS attacks, implement no-cache directives where practical and support long 
session IDs. Components or component API endpoints that do not require or support basic 
authentication are protected using client certificate authentication.

ArkCase performs antivirus and antimalware scans of all files and archives uploaded to the 
platform; this ensure any artifacts with viruses or malware are quarantined to prevent access 
by other platform users and to protect the platform from any harm.

ArkCase platform source code undergoes nightly static and dynamic analysis scans against 
OWASP criteria; this helps identify source code patterns or weaknesses that could create 
application vulnerabilities or exploit possibilities. The ArkCase software development team 
remediates when identified.

Design Approach

ArkCase platform deployments on AWS use dedicated VPCs, EC2 instances, RDS instances and 
storage to provide application and data separation for each customer. On premise customer 
datacenters running vSphere can use vApps with accompanying SDNs to ensure logical data 
and application-level isolation and protection within the enterprise. 

ArkCase platform components scale to meet the workload demands based on customer 
workloads; this ensures that deployments maintain integrity, availability and confidentiality 
of customer data. Several of the components with the ArkCase platform apply an object-
oriented approach to managing data; these operations are wrapped in application and data 
transactions to ensure data integrity.

Hosting

ArkCase platform deployments are supported within customer or managed AWS accounts 
and on-premise within customer datacenters. Armedia-mManaged AWS deployments follow 
security controls based on FedRAMP guidelines in addition to the application and EC2 OS 
instance hardening based on DISA SRGs and STIGs. ArkCase platform components can run on 
Windows or Linux-based VMs or EC2 instances and can function without loss of capability in 
security-hardened systems.
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Operations 

ArkCase applies continuous monitoring based on FedRAMP guidelines to ensure continued 
compliance with security and operational best practices. These activities include, but are not 
limited to, the following areas: scheduled security vulnerability scans of ArkCase platform 
components and systems with POA&Ms created to remediate findings, scheduled security 
patching of components and systems, automated compliance enforcement of component 
and systems security settings based on configuration management resources, monitoring of 
SIEM information with remedial responses as needed, and application log correlation with 
analysis to detect and address abnormal patterns.
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SECURITY ARCHITECTURE 
The image below shows an overview of ArkCase’s security architecture.  

CLIENT

BUSINESS
INTEGRATION

LOAD 
BALANCER/
PROXY MESSAGE QUEUE

USER
DIRECTORY

DOCUMENT
MANAGEMENT

ARKCASE CASE 
MANAGEMENT

DOCUMENT 
VIEWER

CASE INDEXING/
SEARCH

REPORT
GENERATION

SECURITY 
GROUP(s)

SECURITY 
GROUP(s)

SECURITY 
GROUP(s)

SECURITY 
GROUP(s)

HTTPS

MQ w/ TLS

MQ w/ TLS

MQ w/ TLS

HTTPS
HTTPS HTTPS

HTTPS

HTTPS

LDAPS

LDAPS

LDAPS

LD
AP

S

AWS



www.arkcase.com


